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Arecablesstillthe
networkbackbone?
Onceupon a time

,

cablesweretheonlysafeoptionforhigh-quality , high-bandwidth
connectivity . Butdevelopmentslike802.11 n haveopenedthedoorformorereliable
wirelessnetworks . Sohaswire-freetechnologynowcome of age?JONHOWELLfindsout

Wireless technology is now
a

'

musthave' in most
corporatenetworksBut
has it mimed thecable

whenit comes to safeand
reliableconnectivity?

to receiveyourfreemonthlycopy
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Cables

havebeen thecore of

connectivity sincethetelephone
firstappeared in

thelate1800s.
Wirelesstechnology ,

however
,

has
appearedcomparativelyrecentlyandhas
gonethroughallsorts of problems ,

from
itsearlyanaloguedayswherequality
androbustnesswereanissue

, through to

securityproblemswhenWEPwasshown
to

beinsufficiently safe . Butas
successive generations of Wi-Fihave
beendeveloped , theyhavebroughtwith
themboth improvements in securityas

imiNir-ms-

wellasincreases in transmission
speeds . 802.11a

/
b /

g began to be
incorporated in allsorts

of devices
including ,

mostimportantly ,
in business

toolssuchaslaptops . Nowadays ,
most

smartphoneshaveWi-Ficonnectivity
thatsupportsthemostrecentlyratified
addition

to theWi-Fistable : 802.11n.

Thespread of Wi-Fi

Thetimeliness
of re-evaluatingwireless

networkingwithrespect to itswired
counterpart is alldown

to thelatest
version of Wi-Fi .

" Theadvent of

802.11nhasseenanalmostexponential

" Wireless
is becoming

justasindispensablefor
day-to-dayoperations in

the21stcenturyas
electricityandplumbing
were in the20th "

MorganKurk
,

SeniorVP
of EnterpriseIntelligent

Buildings ,

Conunscope
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increase in theuptake of WLAN
technologywithintheenterprise market
place ,

"

saysMarkPearce
,
director

of

ChannelandAlliances at Enterasys
Networks

. Thecompany is part of

SiemensEnterpriseCommunications
whichsuppliesbothwiredandwireless
networkingsolutions .

" Whether it'
s

healthcare
, highereducation

,

transportation ,

or financialservices
,
the

hugeincreases in rate
, rangeandnow

priceareallhaving a positive impacton
theadoption of thistechnology.

"

There is certainlynodoubtthatWi-Fi
hasbenefitedfrom increases in speed
sincethefirststandardswereratified.
Thespecifications jumpupfrom
54Mbps ( 802.11g )

to 300Mbps
(

802.11 n

)

. Ciscosaysthat it testedits
accesspoints in realworldscenariosby
running a bandwidth-heavytask

,
video

streaming ,

andfound a jumpfrom
22Mbps to 140Mbps of sustained
throughput .

Thisexemplifies the
importance of thenewstandard.
Businesses whopreviouslywanted to

runsuchapplicationsas
videoconferencing wouldhavefound the
number

of accesspointsnecessaryfor
suchbandwidth-intensiveapplications
prohibitivelyhigh . 802.11nchangesall
this . Buthasn' t wirelessalwayshad

a

muchcloserconnectionwiththe
consumer market?Notanymore.

It seemsasthoughthedemand for
wirelessproductshasbeenparticularly
highfortheenterprisemarket . Figures
fromABIResearchstatethatglobal
shipmentsforwirelessrouters

, access
points ,

andgateways in boththe
consumerandenterprise marketswere
morethan18million in thesecond
quarter of 2010 a sixpercentincrease
onthefirstquarter of theyear . Pearce

,

ontheotherhand
, reportsthat

Enterasys hasseenyear-on-yeargrowth
figuresexceeding60percent

in its
802.11nshipments .

So it certainly
appearsas if businesshaswokenupto

theadvantagesthatwirelessnetworks
canbringanddemand is high.

Lookma
,

nowires!
Theoverwhelming attractionfor
wireless networks

at leastfromthe
enduser' s perspective is the
flexibilitythattheyoffer . Forinstance

,

youdon' t have to find
a socket

to plug
yourcomputer into

. Moreover
,
asmany

portable devicesarenowequippedwith
Wi-Fiasstandard

, employeescan
becomemobileandstayconnectedas
theymovearoundtheirworkplace ,

supportingnewconceptssuchas
hotdesking . From a purelypracticalpoint
of view

,

it' s alsofarsimpler to coveran
officewith

a handful of access points
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" Wirelessaccesspoints
arestillconnectedby a

switchsomewhere . Cabling
willalwaysbethere "

GeoffWilde
,

Datainstallationproductspecialist ,

Nimans

ratherthaninstalldozens of cableruns
to specificdesks .

But it' s notjustthe
needsanddesires of businessthat' s

bringing in
thechange.

" Themigration to
wireless is being

drivenasmuchbyconsumers
,

the
`iEverything'generation ,

asmuchasIT

departmentspushingtheboundaries of

howwework
,

"

saysGarethGreen
,

vice
president of sales

,

EMEA
,

at Aerohive
,

" Theratification of
802.11nand

proliferation of

wirelessdeviceshave
transformedwirelessLANsfrom a

' nice
to have'intoanessentialbusiness
infrastructure . Wi-Fi is cheaper to deploy
compared to wiredinfrastructure

,

and
facilitatesgreaterworkforceflexibility ,

efficiencyandproductivity.
"

RogerHockaday ,

director of marketing
at ArubaNetworksEMEA

,

believes

employeeswantingto accesswork
applicationsusingtheirowndevices is

a

realitythatnetworkmanagersarejust
going to have to getused to .

" Thebattle
hasbeenlost

,

" hesays .

" Thequestion is

nolongerhow to stopconsumer-grade
computingdevicesgettingonthe
corporatenetwork

;

thequestion is

,

what
impacttheywillhave? "

Hepointsoutthatwithhalf of the
world '

s largestcompaniesnow
evaluatingtheiPadwith a

view
to

using it as a corporateclient-device
,

wireless is
a necessity . This is notleast

down to thesimplefactthatsuch
devicesdon' t have a built-inEthernet
socket to

connectthem to a wired
network . Hockadaybelievesthatsuch
deviceswillforce a re-focusingfrom
wired to wirelessconnectivity ,

aswell
having to provideubiquitousratherthan
justhotspotnetworkcoverage.

Readyforwireless

Companiesarecertainly increasingly
turning to wirelesssolutionsaccording
to Green .

"

In themajority of greenfield
or networkrefreshenvironments
wireless is predominantlythe
connection of choice. " hesays . Sodoes
thatmeanthatthetechnologyhas
shakenoffthenegativeconnotations it

attracted in itsearlydays?MikeSilva
,

salesdirectorfortheEMEAregionfor
theNetworkManagementDivision of

Ipswitch ,

a maker of network
management solutions

,

believes it has.
" Wirelessnetworkshavebeenreadyfor
theprimetimeforyears ,

" hesays .

" The

singlelargestreasonthatwireless
networkshavebeendelayed in

ubiquitousdeployments is down to

(

oftenunfounded
) securityconcerns

ratherthantheactualtechnologyitself. "

Hecitesunfortunatecases of companies
whofailed to adequatelysecureaccess

pointswhichcarriedsensitivedata . In

2007forexample ,

retailerTKMaxx
wasresponsibleforone of

thebiggest
losses of

credit-carddatain history
largelybecause of

an IT security
breach . 45.7millioncreditcarddetails
werestolenbecauseonlyWEP

(

the

ironicallynamed ' WiredEquivalent
Privacy' )

hadbeenenabled . At thetime

of theincident
,

WEPhadalreadybeen
shown to

sufferfromfundamental
weaknesses whichmeant it certainly
didn' t offer a level of securitythatwas
comparable to a wiredconnection.

Despitesuchhighprofilecases
,

the
move to

wireless
is seenasaninherent

progression of thenetworkingworld.
" Acrossallsectors

, companiesare
migrating to wirelessnetworking
technologiesasthenaturalsuccessor to

traditionalwiredenterprise
environments

,

"

saysRamAppalaraju ,

seniorvicepresident of marketing at

wirelesssolutionsproviderMeru
Networks .

" Wirednetworks lackthe
flexibilityandscalabilityneeded

to

accommodatethevariety of new
devicesandapplications thathavebeen
introducedontothenetworkbystaff
acrossalldepartments.

"

Commscope' s seniorVP
of Enterprise

IntelligentBuildings , MorganKurk
, goes

further . Hebelieveswirelessshouldnow
bethought of asthefourthutility.
" Wireless is becomingjustas
indispensable forday-to-dayoperations in

the21stcenturyaselectricityand
plumbingwere in the20th

,

" hesays .

" The

rapiduptake of
wirelessdevices in every

strata of societyhasmade ' universal

coverage' comprehensivecoverage
everywhere ,

allthetime a necessity.
"

Making it pay
However

,
demandisn' t everything . You

don' t alwaysgetwhatyouwant
,

especially if there' s a costequation
involved .ButAppalarajubelievesthis is

wherewirelesscanalsodeliver
,

" With
wiredenvironments

,

thecosts of the

initialroll-outandongoingmaintenance
arehigh ,

whilsttheplanningand
expansion of

a
networkcanlogistically

be a verycomplexprocess.
" hesays.

A cautionarynote is soundedby
Aerohive' s Green :

" Wi-Fi is cheaper to

deploycompared to wiredinfrastructure
,

andfacilitatesgreaterworkforce
flexibility , efficiencyandproductivity.
However

,

itstechnicalcomplexity ,

coupledwithend-userexpectationsfor
wire-likeresilienceandperformance ,

oftenresults in
Wi-Fibeingmorecostly

andonerous to
runthanitsEthernet

equivalent.
"

Ofcourse
,

theworld of
wireless is not

allaboutWi-Fi .

Therearealso
inbuildingDAS

(

distributedantenna
systems )

andcellularconnections.

Althoughin-building3Gcoveragetends
to benotalwaysideal

,

MichelRobert
,
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managingdirectorformanagedservices
providerClaranet

, suggeststhat it can
have a usefulrole to play .

" Anofficecan
nowbeopenforbusinessalmost
immediately

"

,

hesays .

"

Rapidly
deploying a 3Gnetworksolutionenables
suitableconnectivity forthenewlocation
whiletheprimarytelecommunications
service is beingimplemented.

"

Robertalsorecountshow
,

eventhough
it' s only intendedasaninterimmeasure

,

the3Gservicecanbeusedas a backup ,

providing a passivelink
to thenetwork

if andwhenneeded.

Wires : stillthecore
Thereare

,

however
, alwaysgoing to be

situationswherewirelessjustcan' t cut
it

.
LarsKoelendorf

, WirelessSegment
managerEMEAforHP

, acknowledges
thattherewillbeindustrieswhichwill
staywiredif theyhaveenvironments
wheretheyuseequipment thatcauses
disruption to thewirelessnetwork.
" Networksthatrequireconsiderable
switchingcapacity or usethenetwork
forroutinebutheavyactivities like
extensivebackuparelikely to stay
wiredtoo

,

" hesays.
VolP is anothernotableexample.

" We' vebeendeliveringvoiceover IP
to

smallbusinessessince2002
,

and in
that

timewe' vetriedallmanner
of IP

phones ,

bothwiredandwireless. "

explainsPeterGradwell
,

MDof ISP
Gradwell .

"

In thiscontext
,

wired
phoneswinhandsdownforqualityand
reliability . Theyhave

a guaranteed
amount of bandwidth

,

a consistentand
reliablenetworkconnection

,

and
typically

'

justwork' .

"

Wiredconnectionsareultimately at

thecore
of networking .

" From a

businessnetworkingperspective ,

the
vastmajority of enterprisesstillrequire
wirelineconnectivity ( copper ,

coax
and / or fibre

)

to supporttheirWAN
infrastructure

,

"

saysDaveParks
, product

marketingdirector at Ciena . Hisview is

thatbandwidthintensiveapplications ,

suchascloudcomputing or datacentre
networking ,

aredrivingfirms to move
from El to Ethernetand
wavelengthbased 10Gbpsservices . Andit' s notjust
fibrethat' s seeing interest.

MLLTelecom whichoffersboth
wiredandwirelesssolutionsto service
providers , systems integrators ,

andthe
publicsector hasseenwireless take
overconnectivityforthe " lastfew
metres "

of a network
. Butasthedata

fromallthesewirelessdevices

Devicesthatofferbothwiredandwirelessconnectivityaremoresuitableforenterprisenetworks.
Forexample,

Cisco'
s Ciusshownherecanbeusedasa portable,

or pluggedinto a basestation
thatturns it intothescreenfor a video-conferendngcapabledeskphone
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aggregatestherecomes a timewhere
only a wiredconnectionwilldo . The
firm' s head

of strategy ,

Richard
Brandon

, reportsonhowMLL is

deployingmorecopper-base
connections thaneverbeforeinto
businesses

,

andpublicsectorschools
andoffices

, bydeliveringhighspeed
Ethernetoverbondedcopper.

Ofcourse
,

nowirelesssystem is ever
100percentwire-freeand it mustrely
oncables at somepoint . Nimans

,

a

specialisttelecomsdistributor
,

hasfound
traditionalcablingsalesremainequally
strongnotonlyaspart of a wireless
infrastructurebutalsoforstandalone
solutions .

" Wirelessdevicesstillrelyon
a cableconnectionaspartof theoverall
network . Wirelessaccesspointsarestill
connectedby a switchsomewhere.
Cablingwillalwaysbethere

,

"

says
GeoffWilde

,

one
of Nimans'data

installationproductspecialists.
"

At theend
of theday ,

theinternet is
a

cablednetworkandwillalwaysbe a

cablednetwork
, mainlyforsecurity if

anything ,

" addsPaulHudson
,

Buffalo' s

UKandNorthernEuropesalesdirector.

Let'
s worktogether

Cablingsolutionsproviderscertainly
don' t seemworried .

"

At
Nexanswesee

wirelessas a complementaryratherthan
a competingtechnology ,

andbothhave
benefitsanddrawbacks

,

"

saysthe
firm' s CTOHarryForbes .

" Most
organisationsusethetwotechnologies
together to achievethebestresultand
oftenhave

a
securefixedcablenetwork

formainworkstationsandoffice
environments

,

butalsooverlay a

wirelessnetwork
to provideflexibility.

"

Theoverallconsensus is thatwiredand
wirelessaren' t reallyfightingfortop
position at all . AsMathewBain

, principal
consultant at Servosays :

" Wemainly
recommendwirelessas a complementary
technology ,

notasanalternative to wired
,

asgoodqualitystructuredcabling is still
themostreliableway of delivering
networkservices.- In itsrole of

designing , deploying ,

andmanaging its
customers' IT infrastructuresandservices

,

Servohasfoundcablemorereliablethan
wireless . It saysthatthis is becausecables
arelesssusceptible to interference from
otherequipment or bytemporary
constructionssuchasofficepartitions.

" Mostorganisationswillhave a

combination of wiredandwireless
networksand I believethiswillcontinue
to bethecasefortheforeseeablefuture

,

"

saysDirkPaessler
,

CEO
,

Paessler
,

a

globalprovider of networkmonitoring

solutions .

"

At Paesslerforexample ,

wedo
notexposeourinternalLAN

to
the

outsideworldusing a WLAN . Our
WLAN is located in

a DMZwhich is

sandwichedbetweenourfirewall to the
WANandanotherfirewall to theLAN.
WirelessclientscanaccesstheLANonly
throughourCiscoVPN

. Whilstthis is

morecomplicated ,

it'
s alsomoresecure. "

Thegoal ,

forbothusersandnetwork
managers ,

seems to beunification
.

"

It will
nolongerbefeasible

to maintain two
separatenetworks wiredandwireless
withdifferentsecuritypolicies ,

different
servicelevels

,

anddifferentmanagement
systems ,

"

saysAruba' s Hockaday.

" Theenduserdoesn' t care
whethertheyare
connectedwired or

wirelessly ,

thenetworkjust
needs to workforthem. "

LarsKoelendorf,

WirelessSegmentmanagerEMEA
,

HP

HP' s Koelendorfechoesthis :

" The
enduserdoesn' t carewhethertheyare
connectedwired or wirelessly ,

the
networkjustneeds to workforthem . HP
seesunifiednetworkaccessastheaim

of thenetworkmanager . Enterprises
shouldseeaccessbasedontheuser

or

thedeviceandshouldnotbeconcerned
aboutthemedium

of accessbeingused. "

So
,

arecablesstillking?Probably . But
if that' s thecase

,
thenwirelessmakesan

indispensablequeen .
-
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