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Doctorsandothermedicalstaffhavemuch to

gainfromusingportableinformationdevices
- butsuchhardwarewillbe of littleuse

without a reliablewirelessnetwork to provide
therequired connedivity

Carryonwirelessly
Doctor!
TheNHS is underconstantpressure to savemoneywhilstimprovingservices . If you
requireflexibilityandmobility in a hospitalthenthere' s onlyonesuitable

prescription :
a wirelessnetwork . Butcarefultreatment is required ,

warnsNICKBOOTH
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In

hisaccount of lifeasa junior
hospitaldoctor

,

TrustMe I' m a

JuniorDoctor
,

MaxPembertongave
aninsider' s account of

theunreported
problems thattheNHSsuffersfrom.
WhileofficialNHSstudiesalways
identifytheneedforimproved
communication

, flexibility , scalability ,

andsecurity in hospital ICTsystems ,

Pembertonidentified otherareas of

workinglifethatneeded improvement ,

Amongtheissueshecomplains of
are

theimpossibility of readinganything
writtenby a seniorconsultant

,

equipmentgoingAWOL
,

thefrequent
loss of

vitalX-rays ,

andgeneral
communications breakdowns.

Thankfully ,

allthesetechnical
problems canbeaddressedby a skillful
insertion of

a Wi-Finetwork.

Despitethebudgetcuts
,

theNHS is

expected to increase itsefficiency
throughgreater fluidity of information

,

withthe IT fittingaroundtheway
hospitalstaffwork . Thatmeans
automation of patient recordsand
constantavailability of information to

staffastheymovearound
.

Wi-Fi is a

tremendousbenefit to theNHS
,

which
hasmassiveorganisationaland
information needs

,

a transientand
mobileworkforce

,

anevenmore
transientclientele

(

thepatients )

,

and
impossiblyhighstandards of security
andhygiene to maintain.

ButalthoughWi-Ficanbe a potent
productivitytool if installedcorrectly ,

it

canalsobe a bigwhiteelephant if the
networkmanagerdoesn' t tacklethe
manyominouschallenges thatcanoccur.

Planforsuccess
Thefirstlogistical challenge is in

planning . This is whereNHSmanagers
findthemselveshideboundby
regulationsthataren' t found in the
privatesector

, according to Graeme
Woodcock

,

MotorolaSolutions'
Healthcare managerEMEA . Hesays
that in thehealthsector

,

IT investments
mustgothrough theofficial
governmenttenderprocessand it' s

oftenthecheapestwireless
infrastructure systemthatgetsthenod.
Butthelowestpurchasepricedoesn' t

mean
it' ll providethebestenvironment

fortheorganisation ,

warnsWoodcock.
Evenwiththetenderprocess

"

simplifying
" matters

, makingthe
businesscasefor a

WLAN in thepublic

sectorcanbeextremelychallenging ,

addsAdamConway , product
managementVP at Aerohive .

"

It' s hard
to determinehowmuchkityou' ll need

,

letalonewhat it willcost .
In most

cases
,

it' s morethanjustthecost
of the

accesspoints it' s a controllerand
managementplatformtoo. "

Makingincorrectestimationscanbe
costly . Youcanmitigatesuchcosting
disastersbychoosing a vendorthat
offersfree

, no-obligationWi-Fi
planning tools . Whenyou' re deeper
intothetenderprocess ,

it'
s a good idea

to
askwirelessnetworkvendors to list

allthecomponents youwillneed . This
willgive a bottomlinecomparison of

yourtechnologyoptionsandhelpyou
avoidhiddenpricingelements

,

suchas
payingforfeature-by-feature licensing.
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Creating a seamlesswirelessnetwork in AberdeenRoyalInfirmarymeantdealingwith a wide
variety of buildingmaterials

, includingCumberlandblocksandstone
,

andevengranite

Butnetworkmanagersneed to keep
aneyeonthefuture .

"

Budgetpressures
areforcingtheNHS

to take a short
termviewandneglecttheir
futureproofingresponsibilities ,

"

says
Woodcock . HesaysthattheIT

managersarepartly to blameasthey
onlydemandtoday' s functionality
withouttakingintoconsiderationany
potentialupcomingneeds . Youmay
wantdatatoday ,

but if youplan in

advanceforvoice
, criticalsecurity ,

or

locationservices
, youcansave a lot of

money ,

headvises.
As a result of thisshort-sightedness ,

manyfindthattheyareheldbackbyan
inflexiblewireless infrastructurewhen

theygetfurtherdowntheline .

"

It

makestheupgradingprocess
logisticallydifficultandverycostly ,

"

saysWoodcock.

Wardingoffproblems

Hospitalscanprovideparticularly
challengingenvironments forwireless
networkdeployments . Forinstance

,

whenserviceproviderCapitainstalled
a 1 ,400userWLAN in AberdeenRoyal
InfirmaryforNHSGrampian ,

the
hospitalbuildingmaterialsproved to be
a majorconcern . Theyrangedfrom

' waferthin'pre-fabwallsthrough to

Cumberlandblock
,

sandstone
,

timber

frames
,

andevengranite . Installers
thereforeneeded to planforvarying
degrees of permeability.

There' s alsotheissue of what
happenswhenroomusagechanges .

"

If

a wardbecomesanoffice
,

or vice
versa

, youneed a systemthatyoucan
getupandrunningquickly ,

because
youcan' t afford to keep a wardclosed
fortoolong ,

"

saysPaulAllen
,

network
manager at NHSGrampian . Hesays
thatthis is wherethethoroughness that
goesintoplanningandsurveyingthe
networkwillpayoff.

But it' s a sizeable investment
,
both in

terms of timeandmoney . Withthe
typicalhospitalcampusbeingspreadout
over a hugearea

, employinganengineer
to mapouteveryinch of everycorridor

,

wardandoffice in theentirehospital
wouldtakedays or evenweeks . Meru
Networks

,

however
,

claims it can
automatetheplanningprocess , making
themapping of thenetworkthework of

hours
,

ratherthandays .
It doesthis

through a networkmanagement system
thatallowsthenetworkmanager to

integrateanarchitecturalblueprint of

thehospitalbuilding.
However

,

othersbelievethathiskind
of tooljustcan' t replaceanon-site
assessment . BenWilson

,

theUK
countrymanagerfornetworking
equipmentvendorXirrus

. says :

" The

onlyway to get a completecoverage
report is byconducting a thorough
survey.-Bywhichhemeansgoingout
andsloggingaroundtheentirecampus
onfootwith a clipboardandsome
measuring instruments.

Theotherkeychoice
,

whichalsohas
a directbearingontheplanningphase

of theWLAN
,

is whatnetwork
topology is bestforthegivensituation.
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Takingcontrol
Meruhasdevelopedsoftwarethat
unifiesalltheseparatesinglecells of a

networkintoonelargevirtualcell . It

saysthatthebenefit
of this is a network

thatpromises to belessprone to drop
out a bigproblemforthosewalking
betweencellswhocouldbemidway
throughsomeworkthat a disruptionwill
destroy . Forexample , hospitalsuse
COWs

( computersonwheels
)

connected
byWi-Fithatdoctorsandnursestrundle
aroundthewards to allowprofessionals

to accessinstantdata
,

suchaspatient
details

, X-rays ,

anddruginformation.
Andwithmoreportabledevices

,

like
PDAsandsmartphones , beingusedby
medicalstaff

,

it' s a problemthat' s only
likely to getworse.

Analternative to this is a network
wheretheintelligence is distributed.
Xirrus'Wilsonrecommends thatnetwork
managersshouldavoidanysystemwith
a centralisedcontrollerunitanddumb
accesspoints especially in a hospital
wherethegeographicalspreadmeans
thateachpointonthenetworkwillbe
evenfurtherawayfromthecentralised
controlthan in normalofficenetworks.
HesaysthatWi-Finetworksthathave
centralisedcontrolaremorelikely to be
subject to delay ,

sinceevery
communicationby a networkaccess

pointwitheverymobiledevicehas to be
relayedback

to
thecentralcontroller.

Thisnotonlycauseslatencyonthe
networkbutcreates a processing
bottleneck at thecontroller.

Bygivingeachnetworkaccess
controlunititsownintelligence ,

Xirrus
claims it hasmassivelysped-upWi-Fi
communications withlatencies

of

below40milliseconds.

Butspeed is nottheonlyattraction.
Bygivingtheaccesspointsmore
processingpower ,

thecompanyclaims
it canpack in morebroadcasting
capacity in eachone . Thedifference

,

according to Wilson
,

is thatless
devicesneed to becabled-up to provide
thesameamount of coverage.

"

At AlderHey ,

weonlyhad
to

install
200accesspoints . Thealternative
proposal involvedtheinstallation of a

thousandaccesspoints ,

" hesays .

"

So
wesavedon800cablerunsand800
fewerdeviceshave

to betakencare of

bythenetworkmanager.
" However

,

the
trade-offforthis is thateach

of these
accesspoints is moreexpensivethan
centralised-intelligencealternatives.

Protectingyourassets

Installationandmanagementcosts
aside

, security is one of thebiggest
concerns in a hospitalenvironment.
Andtheproblemhere is thatsecurity is

oftenobstructive to endusers . Butthe
protection of confidentialpatientdata is

of paramount importance to the
healthcaresector .

" Whendata
is

transmittedthrough a wirelessnetwork
,

management mustbe100percent
confidentthatthatdataremainssecure

,

"

saysMotorola' s Woodcock .

" Thereare
noshortcuts to wirelesssecurityandall
possibleroutes

to attackmustbe
consideredandcovered. "

Motorola' s AirDefensekitaims to

securetheprovider' s wirelessairspace
byeliminatingroguedevices . It does
thisbycontinuously monitoring
hospitals'wirelessnetworksand
lookingforunauthorisedaccesspoints ,

improperconfigurations ,

malicious
hackingattempts ,

andnetwork
performancedegradation.

Butthisshouldbeachievable
withoutoff-puttingstrictandcounter
productivesecuritysystemsgetting in

theway of work
, saysAndyCooper ,

HP' s networkingandwireless technical
consultant . Unlikeotherapplications ,

Wi-Fisecurityprotocolsaretransparent
to theend-user throughclient
preconfiguration . Utilising802.1 X and
WPA2

,

clientdata
is authenticatedand

encryptedacrosstheair . Different
accessrightscanbegranted , depending
onwhotheuser is . SeparateSSIDscan
createmultiplelogicalnetworks . For
instance

,
doctorsandnursescanbe

given a clinical ' network'andthe
requisitehighlevel

of access to get at

patientdata
,

whilesupportstaffcould
berestricted to hospitaladministrative
information

,

andpatients to internet
accessonly.

Securitydoesn' t have
to justcover

thedata
,

it' s alsopossible to leverage
wirelessnetworks

to securephysical
assetstoo . At BristolNorthHospital.
HPhasinstalled a trackingsystemso
thatWi-Ficanbeused to locate
equipment . It' s common in hospitals
forstaff to spendhoursphoningaround

"

Budgetpressuresare
forcingtheNHS to take a

shorttermviewand
neglecttheir
futureproofingresponsibilities

"

GraemeWoodcock
,

HealthcaremanagerEMEA
,

MotorolaSolutions
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NHSNewhamcutscostswithcontroller-lesswirelesssystem
With a patientbase

of
330 ,000

patients ,

NHSNewham in London
needed to improveitsquality of

service
,

modernise
,

andofferbetter
support to itsworkforce.

" Themobilisation of
ourhealthcare

professionals ensurespatientshave
access to therightexpertise
ondemand

,

"

explainsCharlesMcNair
,

director of Resources at NHSNewham.
"

It
is ourjob to ensurestaffcanaccess

andupdate a patient' s
records

,

or

schedule a medicalprocedure ,

fromany
location

,

bothsecurelyand in

realtime.
" Thisallhad to bedonewithin a

limitedbudget , puttingpressureon to

drivedownboththecapitaland
operational costs of thesystem.

Withstaffroamingbetweensites
,

it

wasimportantthatthe IT network at

eachlocationcouldprovideseamless

connectivityalongwitheasy
maintenance . Authentication has to be
fast

,

witheasyaccess to datawithout
impactingonPatientIdentifiableData
(

PID
) securityregulations.

Newham' s IT partners , Swiftpathand
NetworksFirst

,

assessedwireless
vendorsandthenchoseAerohive
Networks

.

Thedeploymentsaw a

wirelessLANinstalled at NHS
Newham' s headquartersandtwo of its
polyclinics in

theborough . Thesolution
willalsoberolledout to theremaining
20sitesasbusiness demandsdictate.

PaulWrench
,

ICTnetwork
administrator at NHSNewham

,

ledthe
procurement processandreckonsthat
Aerohivestood " headandshoulders "

abovethecompetitors , primarilybecause
of

itscontroller-lesssystem .

" The
architecture

,

intuitiveaccesspoints ,

and
centraladministrationplatform
demonstratesthistechnology is designed

simply to work
,

anddoesn' t require
tweaking or reconfiguration ,

" hesays.
Removingtheneedforcontrollers at

eachsitehadbothfinancialand
operational benefits .

"

It simplywasn' t

viableforus to deploy a controllerand
redundantcontroller at eachsite

;

nor
,

due to thecriticalnature
of

a healthcare
environment

,

wereweable to consider
centralisingcontrollers

,

" addsWrench.

Minimising theonsiteinfrastructure
alsohelped to reducethenumber of

points of
failure in thenetwork.

NHSNewhamhasbenefitedfrom a

wirelessnetworkthatdoesn't require
"

tweaking or reconfiguration
"
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thewards in anattempt to locate
,

for
example ,

anurgentlyneededblood
infusionpump . Using thenewsystem ,

vitalequipmentcanbelocatedon
screenimmediatelyand a porter
dispatched to collect it.

Theprognosis is clear . Wireless
networkshave a lot to offerand

in

thesefinanciallychallengingtimes
,

hospitalsowe it
to

themselves
to

carefullyinvest in future-proofWi-Fi
technology to obtain a healthy
outcome . -
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